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PLATFORM 



New ESXi Hardware Maximums 

New for ESXi 5.0: 

ï 2TB host memory 

ï Up to 160 logical 
CPUs 

ï 512 virtual machines 
per host 

ï 2,048 virtual CPUs 
per host 

2TB 160 LCPUs 

2048 vCPUs 
512 VMs 



ESXi Convergence 
Most Trusted 

vSphere ESXi 

ÁvSphere 5.0 will utilize the ESXi hypervisor 
exclusively 

ÁESXi is the gold standard for hypervisors 

 

Overview 

Benefits 

ÁThin architecture 

ÁSmaller security footprint 

ÁStreamlined deployment and configuration 

ÁSimplified patching and updating model 

 



ESXi 5.0 Firewall Features 
Å ESXi 5.0 has a new firewall engine which is not based on iptables. 

Å The firewall is service oriented, and is a stateless firewall. 

 



DCUI over ssh 



ÁCreate virtual machines with up to: 

Á32 vCPU 

Á1 TB of RAM 

Á4x size of previous vSphere versions 

ÁRun even the largest applications in vSphere, 
including very large databases 

ÁVirtualize even more applications than ever 
before (Tier 1 and 2) 

vSphere 5.0 ς Scaling Virtual Machines 

Overview 

Benefits 



New Virtual Machine Features 

Å vSphere рΦл ǎǳǇǇƻǊǘǎ ǘƘŜ ƛƴŘǳǎǘǊȅΩǎ Ƴƻǎǘ ŎŀǇŀōƭŜ ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜǎ 

Other new 
features 

VM 
Scalability 

Broader Device Coverage 

Á32 virtual CPUs per VM 
ÁUI for multi-core virtual 

CPUs 
 

ÁClient-connected USB 
devices 

ÁUSB 3.0 devices 
ÁSmart Card Readers for 

VM Console Access 

Á1TB RAM per VM 
Á4x previous capabilities! 

ÁSupport for Mac 
OS X servers 

Richer Desktop 
Experience 

Á3D graphics 

ÁVM BIOS boot order config 
API and PowerCLI interface 

ÁEFI fimware 



Misc 



Update Manager Features 

Å VM patching  REMOVED 

Å Optimized Cluster Patching and Upgrade:  

ï Based on available cluster capacity, it can remediate an optimal number of 
ESX/ESXi servers simultaneously without virtual machine downtime.  

ï For those scenarios where turnaround time is more important than virtual 
machine uptime, you have the choice to remediate all ESX servers in a cluster 
simultaneously. 

Å Less Downtime for VMware Tools Upgrade 

ï can schedule an upgrade to occur at the time of next virtual machine reboot. 

Å New Update Manager Utility:  

ï helps users reconfigure the setup of Update Manager 

ï change the database password and proxy authentication 

ï replace the SSL certificates for Update Manager. 



Update Manager: ESX to ESXi Migration 

Å Supported Paths 

ï MƛƎǊŀǘƛƻƴ ŦǊƻƳ 9{· όά/ƭŀǎǎƛŎέύ 4.x to ESXi 5.0 

ï For VUM-driven migration, pre-4.x hosts will have to be upgraded to 4.x first 

ÅMight be better just to do fresh install of ESXi 5.0 

 

Å Preservation of Configuration Information 

ï Most standard configurations will be preserved, but not all: 

ÅLƴŦƻǊƳŀǘƛƻƴ ǘƘŀǘΩǎ ƴƻǘ ŀǇǇƭƛŎŀōƭŜ ǘƻ 9{·ƛ ǿƛƭƭ ƴƻǘ ōŜ ǇǊŜǎŜǊǾŜŘΣ ŜΦƎΦ 

ï /etc/yp.conf (no NIS in ESXi) 

ï /etc/sudoers (no sudo in ESXi) 

ÅAny additional custom configuration files will not be preserved, e.g. 

ï Any scripts added to /etc/rc.d 

12 



vSphere 5.0 ς vCenter Server Appliance (Linux) 

ÁRun vCenter Server as a Linux-based 
appliance 

ÁSimplified setup and configuration 

ÁEnables deployment choices according to 
business needs or requirements 

ÁLeverages vSphere availability features for 
protection of the management layer 

Overview 

Benefits 



vCenter Linux 

Å vCenter Server Appliance (VCSA) consists of: 

ï A pre-packaged 64 bit application running on SLES 11 

ÅDistributed with sparse disks 

ÅDisk Footprint 

 

 

 

ï A built in enterprise level database with optional support for a remote Oracle 
/BD2  databases. 

ï Limits are the same for VC and VCSA 

ÅEmbedded DB 

ï 5 hosts/50 VMs 

ÅExternal DB 

ï <300 hosts/<3000 VMs (64 bit) 

ï A web-based configuration interface 

Distribution Min Deployed Max Deployed 

3.6GB ~5GB ~80GB 





Configuration 

Å Complete configuration is possible through a powerful web-based 
interface! 



vSphere 5.0 ς Web Client 

ÁRun and manage vSphere from any web 
browser anywhere in the world 

ÁPlatform independence 

ÁReplaces Web Access GUI 

ÁBuilding block for cloud based administration 

Overview 

Benefits 



Web Client     Use Case 

ï VM Management 

ÅVM Provisioning 

ÅEdit VM, VM power ops, Snapshots, Migration 

ÅVM Resource Management 

ÅView all vSphere objects (hosts, clusters, datastores, folders, etc) 

ï Basic Health Monitoring 

ï Viewing the VM console remotely 

ï Search through large, complex environments 

ï vApp Management 

ÅvApp Provisioning, vApp Editing, vApp Power Operations 

 



vSphere 5.0 ς vMotion Enhancements 

Å Multi -NIC Support 
ÅSupport up to four 10Gbps or sixteen 1Gbps NICs (ea. NIC must have it's own IP) 

ÅSingle vMotion can now scale over multiple NICs (load balance across multiple NICs) 

ÅFaster vMotion times and allows for a higher number of  concurrent vMotions 

 

Å Reduced Application Overhead 
Å Slowdown During Page Send (SDPS) feature throttles busy VMs to reduce timeouts and 
improve success 

Å Ensures less than 1 Second switchover time in almost all cases 

 

Å Support for higher latency networks ( up to ~10ms) 
ÅExtend vMotion capabilities over slower networks 

 



Host Profiles Enhancements 

Å New feature enables greater flexibility and automation 

ï Integration to AutoDeploy 

ï Host Profiles now has support for a greatly expanded set of configurations, 
including: 

Å iSCSI 

ÅFCoE 

ÅNative Multipathing 

ÅDevice Claiming and PSP Device Settings 

ÅKernel Module Settings 

ÅAnd more 

 



 

 

 

 

STORAGE 



VMFS-5 vs VMFS-3 Feature comparison 

Feature VMFS-3 VMFS-5 

2TB+ VMFS Volumes Yes  
(using extents) 

Yes 

Support for 2TB+ Physical RDMs No Yes 

Unified Block size (1MB) No Yes 

Atomic Test & Set Enhancements 
(part of VAAI, locking mechanism) 

No Yes 

Sub-blocks for space efficiency 64KB (max ~3k) 8KB (max ~30k) 

Small file support No 1KB 



VMFS-3 to VMFS-5 Upgrade 
Å  The Upgrade to VMFS-5 is clearly displayed in the vSphere Client under 

Configuration -> Storage view. 

Å It is also displayed in the Datastores -> Configuration view. 

Å Non-disruptive upgrades. 

 

 



VAAI Thin Provisioning - Dead Space 
Reclamation 

Å Dead space is previously 
written blocks that are no 
longer used  
by the VM. For instance 
after a Storage vMotion 

Å vSphere conveys block 
information to storage 
system via VAAI & storage 
system reclaims the dead 
blocks 

vSphere 

VMFS 
volume A 

VMFS 
volume B 

Storage vMotion 



Ψhǳǘ hŦ {ǇŀŎŜΩ ¦ǎŜǊ 9ȄǇŜǊƛŜƴŎŜ 

VMware 

VMware 

Space exhaustion, affected VMs paused, LUN 
online & awaiting space allocation. 

Space exhaustion warning in UI 

Storage vMotion based evacuation or add space 



Tier 1 Tier 2 Tier 3 

ÁTier storage based on performance 
characteristics (i.e. datastore cluster) 

ÁSimplify initial storage placement 

ÁLoad balance based on I/O 

Overview 

Benefits 

ÁEliminate VM downtime for storage 
maintenance 

ÁReduce time for storage 
planning/configuration 

ÁReduce errors in the selection and 
management of VM storage 

ÁIncrease storage utilization by optimizing 
placement 

High IO Throughput 

Profile-driven Storage 



Selecting a Storage Profile during provisioning 

 By selecting a VM Storage Profile, datastores are now split into  
Compatible & Incompatible. 
  
The Celerra_NFS datastore is the only datastore which meets the GOLD 
Profile requirements ς i.e. it is the only datastore that has our user-
defined storage capability associated with it. 



Storage Capabilities & VM Storage Profiles 

Storage Capabilities 
surfaced by VASA or 

user-defined 

xxx VM Storage Profile 
referencing Storage 

Capabilities 

VM Storage Profile 
associated with VM 

Compliant 
Not 

Compliant 



Software FCoE Adapters  

Å A software FCoE adapter is a software code that performs some of the 
FCoE processing.  

Å This adapter can be used with a number of NICs that support partial FCoE 
offload.  

Å Unlike the hardware FCoE adapter, the software adapter needs to be 
activated, similar to Software iSCSI. 



Storage vMotion 

 VMkernel 

Guest OS 

Mirror Driver 

Source Destination 

Datamover 

VMM/Guest 

Userworld 



Storage DRS 

Storage DRS provides the following: 
 

1. Initial Placement of VMs and VMDKS based on available space and I/O 
capacity. 

 

2. Load balancing between datastores in a datastore cluster via Storage 
vMotion based on storage space utilization. 

 

3. Load balancing via Storage vMotion based on I/O metrics, i.e. latency. 



Datastore Cluster 

Å An integral part of SDRS is to create a group of datastores called a 
datastore cluster. 

Å Datastore Cluster without  Storage DRS ς Simply a group of datastores. 

Å Datastore Cluster with Storage DRS - Load Balancing domain similar to a DRS 
Cluster. 

Å A datastore cluster , without SDRS is just a datastore folder. It is the 
functionality provided by SDRS which makes it more than just a folder. 

 

 
datastore cluster 

 

 2TB 

datastores 
500GB 500GB 500GB 500GB 



Storage DRS Operations - Thresholds 



Storage DRS Operations 

Datastore Cluster 

VMDK affinity 

ÁKeep a Virtual aŀŎƘƛƴŜΩǎ 

VMDKs together on the same 

datastore 

ÁMaximize VM availability 

when all disks needed in 

order to run 

ÁOn by default for all VMs 

 

 

VMDK anti-affinity 
ÁYŜŜǇ ŀ ±aΩǎ ±a5Yǎ ƻƴ 

different datastores 

ÁUseful for separating log 

and data disks of database 

VMs 

ÁCan select all or a subset of 

ŀ ±aΩǎ Řƛǎƪǎ 

 

Datastore Cluster 

VM anti-affinity 

ÁKeep VMs on different 

datastores 

ÁSimilar to DRS anti-affinity 

rules 

ÁMaximize availability of a 

set of redundant VMs 

 

Datastore Cluster 



{ƻ ǿƘŀǘ ŘƻŜǎ ƛǘ ƭƻƻƪ ƭƛƪŜΚ tǊƻǾƛǎƛƻƴƛƴƎΧ 

 



So what does it look like? Load Balancing 

Å Lǘ ǿƛƭƭ ǎƘƻǿ άǳǘƛƭƛȊŀǘƛƻƴ ōŜŦƻǊŜέ ŀƴŘ άŀŦǘŜǊέ 

Å ¢ƘŜǊŜΩǎ ŀƭǿŀȅǎ ǘƘŜ ƻǇǘƛƻƴ ǘƻ ƻǾŜǊǊƛŘŜ ǘƘŜ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ 



 

 

VSA 
vSphere Storage Appliance 



Introduction 
Å Each ESXi server has a VSA deployed to it as a Virtual Machine. 

Å The appliances use the available space on the local disk(s) of the ESXi servers & 
present one replicated NFS volume per ESXi server. This replication of storage 
makes the VSA very resilient to failures. 

vSphere vSphere vSphere 

VSA VSA VSA 

NFS NFS NFS 

vSphere Client 

VSA Manager  



 
vCenter Server 

 
 
 

Manage 

 
 

VSA Manager 
 
 

 
 

VSA Cluster Service 
 
 

VSA  
Datastore 2 

VSA 
Datastore 1 

Volume 1 
(Replica) 

Volume 2 

VSA cluster with 2 members 

Volume 1 
Volume 2 
(Replica) 



 
vCenter Server 

 
 
 

Manage 

 
 

VSA Manager 
 
 

Volume 1 
Volume 3 
(Replica) 

Volume 2 
(Replica) 

Volume 3 

Volume 1 
(Replica) 

Volume 2 

VSA 
Datastore 2 VSA 

Datastore 3 
VSA 

Datastore 1 

VSA cluster with 3 members 



Simplified UI for VSA Cluster Configuration 

1 2 

3 4 

Introduction  Datacenter 

Selection 

 ESXi host 

Selection 

IP Address 

Assignment 



VSA Cluster Recovery 
Å In the event of a vCenter server loss, re-install the VSA plugin andn choose 

to Recover the VSA cluster. 

 



vSphere Storage Appliance ς Licensing  

Shared storage capabilities,  

without the cost and complexity 

vSphere Storage Appliance 

$5,995 List Price 

Pricing Licensing 

Á vSphere Storage Appliance is licensed on a per-
instance basis (like vCenter Server) 

ÁEach VSA instance supports up to 3 nodes  

ÁAt least two nodes needs to be part of a  
VSA deployment 

vSphere Storage Appliance 
available at 40% off  
when purchased with  
vSphere Essentials Plus 

vSphere Essentials Plus w/ 
vSphere Storage Appliance 

+ 

$4,495 Essentials Plus 

$7,995 List Price 

$3,500 (40% off) vSphere Storage Appliance 



 

 

 

 

NETWORK 



LLDP Neighbour Info ς vSphere side 

Sample output using LLDPD Utility 



NetFlow 
Å NetFlow is a networking protocol that collects IP traffic information as 

records and sends them to third party collectors such as CA NetQoS, 
NetScout etc .  

 

 

vDS 

VM A VM B 

trunk 

Physical switch Collector 

ÅThe Collector/Analyzer report on various information such as 

ÅCurrent top flows consuming the most bandwidth 

ÅWhich flows are behaving irregularly 

ÅNumber of bytes a particular flow has sent and received in the past 24 hours.  

 

  

NetFlow session 

Host 

VM traffic 

Legend : 



Port Mirror 

Ingress 
Source Destination 

vDS 

Egress 
Source Destination 

vDS 

Ingress 
Source Destination 

vDS 

External 
System 

Egress 
Source Destination 

vDS 

External 
System 

Intra-VM traffic 

Inter-VM traffic 

Mirror Flow 

Legend : 

VM Traffic  



Server Admin 

Mgmt NFS iSCSI 

vMotion FT 

Traffic Shares Limit 
(Mbps) 

802.1p 

5 150 1 

30 -- 

10 250 -- 

10 2 

20 2000 4 

5 -- 

15 -- 

Teaming  Policy 
vNetwork Distributed Switch 

HBR 

NETIOC VM traffic 
Coke 
VM 

Pepsi VMs 

HBR 

Mgmt 

vMotion 

NFS 

Pepsi  
VMs 

Coke  
VMs 

Other 
VMs 



802.1p Tag for Resource Pool  

Å vSphere infrastructure does not provide QoS based on these tags. 

Å vDS simply tags the packets according to the Resource Pool setting, and it 
is down to the physical switch to understand the flag and act upon it. 

 



 

 

 

 

High Availability 



HA 

 

 

vSphere HA feature provides organizations the ability to run their critical 
business applications with confidence.  
 
Enhancements allow: 
Å A solid, scalable foundation upon which to build to the cloud 
Å Ease of management 
Å Ease of troubleshooting 
Å Increased communications mechanisms 
 

VMware ESX VMware ESX VMware ESXi 

Resource Pool 

Failed Server Operating Server Operating Server 



vSphere HA Primary Components 

Å Every host runs a agent 

ï Referred to as ΨC5aΩ or Fault Domain 
Manger 

ï One of the agents within the cluster is 
chosen to assume the role of the Master 

ï All other agents assume the role of Slaves 

Å There is no more Primary/Secondary 
concept with vSphere HA 

ï There is only one Master per cluster during 
normal operations 

 

vCenter 

ESX 02 

ESX 01 ESX 03 

ESX 04 



Storage Level Communications 

Å One of the most exciting new features of 
vSphere HA is its ability to use a storage 
subsystem for communication. 

Å The datastores used for this are referred to as 
ΨIŜŀǊǘōŜŀǘ 5ŀǘŀǎǘƻǊŜǎΩ. 

Å Heartbeat datastores are used as a 
communication channel only when the 
management network is lost - such as in the 
case of isolation or network partitioning. 

ESX 02 

ESX 01 ESX 03 

ESX 04 



 

 

 

 

Data Recovery 

 



vDR: Deduplication Performance Improvements 

 
 
Overall Improvements 
 
1. New compression algorithm will speed up compressing of data  
2. More efficient IO path when accessing slab files 
3. Group transactions together with parent (i.e. daily backups of the same VMs 

stored in same slab file) 
 

 
Integrity Check Improvements 
 
1. Periodic checkpoints allows suspending and resuming IC operation 
2. Group similar transactions together so they can be processed in bulk 
3. Additional tweaking of IC options via datarecovery.ini file (for example, what day 

you want the full integrity check to run and frequency per month) 
 



Email Reports ς Sample 

Good backup ς 
no errors 



Supported Environment 

Å VMware vSphere vCenter 4.1 Update 1 and later 

Å VMware vSphere 4.0 Update 3 and later 



vDR: Destination Maintenance 

Allows separation of backup and maintenance windows.  Some use cases 
 
1) Delay start of integrity checks so backups complete as expected 
2) Ensure no activity on dedupe store so files can be safely copied off to alternate media 



Ability To Suspend Backup Jobs 

Å Backup Job can be suspended individually 

Å Right click backup job and select Suspend Future Tasks 

Å Currently running tasks are not affected 

 



New datarecovery.ini options 

Option Description Range 
FullIntegrityCheckInterval 
 

The number of days between 
automated full integrity check 

1-30; Default is 7 
days 

FullIntegrityCheckDay Specify the day of the week that 
the automated full integrity check 
is run 

1=Sunday, 
2=Monday, etc 

SerializeHotadd Disables parallel SCSI Hot-Add 
operations and returns hot-add 
behavior to VDR 1.2 level 

0-1; Default is 0 

BackupUnusedData Excludes backups of Windows and 
Linux swap partitions 

0-1; Default is 0 



 

 

 

 

Auto Deploy 



vSphere vSphere vSphere 

vSphere 5.0 ï Auto Deploy 

vCenter Server  
with Auto Deploy 
 
 
 
 
 
 

Host Profiles 
 
 
 

Image Profiles 
 
 
 

ÁDeploy and patch vSphere hosts in minutes 
ǳǎƛƴƎ ŀ ƴŜǿ άƻƴ ǘƘŜ Ŧƭȅέ ƳƻŘŜƭ 

ÁCoordination with vSphere Host Profiles 

 

Overview 

Benefits 

ÁRapid deploy/recovery/patching of hosts 

ÁCentralized host and image management 

ÁReduce manual deployment and patch 
processes 

ÁNo bootdisks 

vSphere 

Å Target Audience for 

ï Customers with large vSphere deployments 

ï High host refresh rates  



Composition of an ESXi Image 

CIM 
Providers 

Drivers 

Core 
Hypervisor 

Plug-in 
Components 



Windows Host with PowerCLI 
and Image Builder Snap-in 

Building an Image 

Image 
Builder 

OEM VIBs 

Driver 
VIBs 

ESXi 
VIBs 

Image 
Profile 

PXE-bootable 
Image 

ISO 
Image 

Depots 

Generate new image 



Auto 
Deploy 

Depots 

Auto Depoy Example  ς Initial Boot 

OEM VIBs 

Driver 
VIBs 

ESXi 
VIBs 

Rules 
Engine 

ά²ŀƛǘŜǊέ 

Provision new host 

Image 
Profile 

Image 
Profile 

Image 
Profile 

vCenter Server  

Host Profile 
Host Profile 

Host Profile 

TFTP DHCP 



Auto 
Deploy 

Depots 

Auto Depoy Example  ς Initial Boot 

OEM VIBs 

Driver 
VIBs 

ESXi 
VIBs 

Rules 
Engine 

ά²ŀƛǘŜǊέ 

1) PXE Boot server 

Image 
Profile 

Image 
Profile 

Image 
Profile 

vCenter Server  

Host Profile 
Host Profile 

Host Profile 

TFTP DHCP 

DHCP 
request 

gPXE 
image 



Auto 
Deploy 

Depots 

Auto Depoy Example  ς Initial Boot 

OEM VIBs 

Driver 
VIBs 

ESXi 
VIBs 

Rules 
Engine 

ά²ŀƛǘŜǊέ 

2) Contact Auto Deploy Server  

Image 
Profile 

Image 
Profile 

Image 
Profile 

vCenter Server  

Host Profile 
Host Profile 

Host Profile 

Cluster A Cluster B 



Auto 
Deploy 

Depots 

Auto Depoy Example  ς Initial Boot 

OEM VIBs 

Driver 
VIBs 

ESXi 
VIBs 

Rules 
Engine 

ά²ŀƛǘŜǊέ 

Image 
Profile 

Image 
Profile 

Image 
Profile 

vCenter Server  

Host Profile 
Host Profile 

Host Profile 

3) Determine Image Profile, Host Profile and cluster 

ÅImage Profile X 
ÅHost Profile 1 
ÅCluster B 

Cluster A Cluster B 




