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DHCP beallitasok

ip dhcp pool TEST
import all
network 10.1.1.0 255.255.255.0
default-router 10.1.1.1

ip dhcp relay information option
Branch ip dhcp relay information trust-all
interface Fastethernet 0/0

ip helper-address 192.168.1.1
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Jelszo beallitasok

Console Password

RouterX (config) #line console 0
RouterX (config-line) #login
g g > L\H

RouterX (config-line) #password cisco
—
/

RouterX(config) #line vty 0 4

RouterX (config-line) #login L\h
RouterX(config-line) #password sanjose
~
/

Enable Password

RouterX (config) #enable password cisco S e
Secret Password

RouterX (config) #enable secret sanfran

Virtual Terminal Password

Service Password-Encryption Commands

RouterX (confiqg) #service password encryption
RouterX (config) #no service password-encryption

301P_984




Jelszd tamadasok

Tamadéd eszkozok:

s*Getpass

s Cain

Védekezés:

v’ Minimum 8 karakter hosszu jelszavak hasznalata
(legyen benne szam, nagybetl, specialis

carakter), de ennél is JObb nem hasznalni olyan

jelszot, ami a konfiguracioba taroldédik el.

AIkaImazzunk LAAA” megoldasokat, es
RADIUS/TACACS szervert!




De hogyan szerezhetjuk meg a
konfiguracios beallitasokat, vagy a
jelszavakat?



Sniffer programok

*»Eszkoz: Wireshark

File Edit View Go Capture Analyze Statistics Help

SEoee odxfE QAaAp®3
Eﬂlter. | M < Expression... I Bglearl %4 Apdyl

No. . ITime ISource |Destination |’rotocol |lnfo =
504 152.15829! 192.168.12.21 66.187.224.210 DNS Standard query A www.redhat.com
505 152.24944 66.187.224.210 192.168.12.21 DNS Standard query response A 209.132.177.50
506 152.25091i 192.168.12.21 209.132.177.50 TCP 48890 > http [SYN] Seg=0 Len=0 MSS=1460 TSV=1535

.31125! 209. http > 48890

[SYN, ACK] Seg=0 Ack:

508 152.31132! 192.168.12. 132.177.50 TCP 48890 > http [ACK] Seg=1 Ack=1 Win=5840 Len=0 TS| _
509 152.31154 192.168.12.21 209.132.177.50 HTTP  GET / HTTP/1.1

510 152.38737. 209.132.177.50 192.168.12.21 TCP http > 48890 [ACK] Seg=1 Ack=498 Win=6864 Len=0 '|—
511 152.405161 209.132.177.50 192.168.12.21 TCP [TCP segment of a reassembled PDU]

512 152.40520! 192.168.12.21 209.132.177.50 TCP 48890 > http [ACK] Seq=498 Ack=1369 Win=8576 Len
513 152.41351! 209.132.177.50 192.168.12.21 TCP [TCP segment of a reassembled PDU]

514 152.41356: 192.168.12.21 209.132.177.50 TCP 48890 > http [ACK] Seq=498 Ack=2737 Win=11312 Le|
515 152.45058 192.168.12.21 209.132.177.50 TCP 48891 > http [SYN] Seg=0 Len=0 MSS=1460 TSV=1535
516 152.47685: 209.132.177.50 192.168.12.21 TCP [TCP segment of a reassembled PDU]

L 517 152.47690:192.168.12.21  209.132.177.50  TCP_ 48890 > httn [ACK] Sea=498 Ack=4105 Win=14048 Te
P Frame 507 (74 bytes on wire, 74 bytes captured)
P Ethernet II, Src: Amit_04:ae:54 (00:50:18:04:ae:54), Dst: Intel e3:01:f5 (00:0c:fl:e3:01:f5)
P Internet Protocol, Src: 209.132.177.50 (209.132.177.50), Dst: 192.168.12.21 (192.168.12.21)
~ Transmission Control Protocol, Src Port: http (80), Dst Port: 48890 (48890), Seq: 0, Ack: 1, Len: 0 |
Source port: http (80)
Destination port: 48890 (48890)
Sequence number: 0 (relative sequence number)
Acknowledgement number: 1 (relative ack number)
Header length: 40 bytes
P Flags: 0x12 (SYN, ACK)
Window size: 5792
Checksum: 0x99db [correct]
P Options: (20 bytes)
P [SEQ/ACK analysis]

0000
0010
0020
0030
0040

00 Oc f1 e3 01 £5 00 50
00 3c 00 00 40 00 35 06
Oc 15 be fa b5 36
16 a0 99 db 00 00 02 04
ee de 5b 81 15 29 01 03

18 04 ae 54 08 00 45 00 ....... O e
6 47 dl 84 bl 32 c0 a8 .<..@.5. .G...2..
ce 18 e0 bb b5 58 a0 12 ..[...6 ..... X
05 64 04 02 08 0a 10 1d ........ . {5550
03 02 el

Source Port (tcp.srcport), 22 P: 1096 D: 1096 M: 0 Drops: 0




Egy mindennapos kép...




,Forgalom eltérités” #1

* VTP es DTP

Branch
Hacker_Switch ,,Guest” PC
Switch — QP A
Trunk 7
vtp mode server Interface Fastethernet 0/1
vtp domain DEMO Switchport mode trunk

interface Fastethernet 0/10
(switchport mode dynamic auto)
switcport mode access
switchport nonegotiate

Interface Fastethernet 0/11




,Forgalom eltérités” #2

* Routing manipulalas

Branch

router ospf 1
network 10.1.1.0 0.0.0.255 area O

Hacker_Router

router ospf 1
network 10.1.1.0 0.0.0.255 area O
default-information originate always

router ospf 1
passive-interface fastEthernet 0/0
area 0 authentication message-digest

,Guest” PC



,Forgalom eltérités” #3

e DHCP tamadas

Branch

Hacker Router

ip dhcp snooping
ip dhcp snooping vlan 1

interface FastEthernet(0/1

ip dhcp pool PIRATE
I network 10.1.1.0 255.255.255.0
default-router 10.1.1.2

ip dhcp snooping trust
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,Forgalom eltérités” #4

e Man-in-the-middle tamadas

Branch

Valdjaban milyen nehéz megszerezni egy jelszot?

ip arp inspection vlan 1
interface FastEthernet0/1
ip arp inspection trust

]
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Management PC ,Guest” PC






