
É 2010 VMware Inc. All rights reserved 

Confidential 

    A vSphere platformhoz 

   kapcsol·d· legfontosabb 

                VMware megold§sok 

Macsk§sy Attila 

Rendszerm®rnºk, VMware, Inc. 

 

Gloster Telekom, Webex 

2011. december 7. 



É 2010 VMware Inc. All rights reserved 

Confidential 

Virtual Storage Appliance 

 
Helyi lemezek, mint  

magas rendelkez®sre §ll§s¼ t§rol·? 

Igen, ez is lehets®ges! 

(Essentials Plus csomaghoz akci·s!) 
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Ćttekint®s 
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Kºzponti t§rol· elŖnyei 

 



É 2010 VMware Inc. All rights reserved 

Confidential 

VMware Data Recovery 

 
Deduplik§lt, 

hat®kony ment®s 

virtu§lis g®pekhez. 

(vSphere csomagok r®sze.) 
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VMware Data Recovery Key Components 

Backup/Recovery Appliance 

ÅOVF deployed Linux VM 

ÅFirst backup is full, then 
incremental forever 

ÅVM of file level restore 

vSphere Infrastructure 

ÅVSS support via VMware Tools 

ÅChanged Block Tracking (CBT) 

Destination Storage 

ÅVMFS, NFS, CIFS 

ÅDe-duplicated datastores 

vCenter Integration 

ÅvSphere Client plug-in 

ÅvMotion and HA awareness 

VMware vCenter Server vSphere Client 
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What is new in VDR 2.0? 

ÁEmail reporting 

ÁSuspend and resume backup jobs 

ÁScheduled maintenance window 

ÁPerformance improved 

ÅDe-dup compression speed 

ÅFaster integrity checks 

ÁMore resilient against transient network failures 

ÁSwap files are no longer included in backup 

http://www.vmware.com/products/data-recovery/overview.html
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Installation and Configuration 

Downloaded as .iso 

1. Install Data Recovery Client Plug-in 

2. Deploy appliance from .ovf (on .iso) 

3. Create first backup 
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Installation and Configuration 

Deploy OVF from VDR .iso 

ÅChoose datastore with largest VMFS block size to store files 

for backup appliance 
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Installation and Configuration 

Add backup destination to the vDR appliance (max of 2) 

ÅVMDK or RDM up to 1TB, CIFS up to 500GB 

Minimum of 10 GB, recommend >50 

GB 

Best practice: 

Use Thick Provision disk 
Greyed out in this example 

because .vmdk Location is NFS 



11 

Installation and Configuration 

Power on VDR appliance from vCenter 

ÅChange root password ï default is vmw@re 

ÅSet static IP address (default is DHCP), DNS, Hostname 
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Installation and Configuration 

Appliance web interface 

ÅAuthentication is local to appliance (no AD, etc. integration) 

ÅURL: https://<ip address>:5480 

Å5480 port cannot be changed 

Version 

number 

Network 

settings 

Hostname 

Reboot 
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Installation and Configuration 

Utilize plug-in with vSphere Client 

ÅEasy configuration and management 
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Getting Started Wizard 

Credentials and Backup Destinations 

ÅEasy configuration and management 
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Create Backup Job 

 

 

 

 

 

 

 

 

 

Click on Backup tab 

Click New 

Backup Job Name 

Best Practice: 

Make it descriptive as 

this name will appear 

in reports, logs, etc. 



16 

Create Backup Job 

Add virtual machines 

ÅYou can also add containers ï i.e. clusters, resource pools, etc. 

ÅWhen VM is added to container, automatically included in job 

Specify backup destination 
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Create Backup Job 

Define backup window 

ÅVMs get backed up at any time during the backup window 

Run Backup 

Job 
Do not run 

Backup Job 
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Create Backup Job 

Retention Policy 

Å Restore points can be locked for longer retention 
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Running a Backup Job 

ÁBackup will start if current time is during backup windows 

ÁYou can manually initiate backup job at any time 

Back up 

everything Back up only the 

VMs that have not 

been backed up in 

the past 24 hours 
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Virtual Machine Restore 

Select restore point 

ÅNumber of restore points depends on retention policy 

(and how many times the backup job ran, so far) 

Option to select 

containers (cluster, 

resource pool, etc.), 

individual VM, or .vmdk 
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Virtual Machine Restore 

Various restore options 

ÅDatastore, virtual disk node 

ÅRename VM, restore configuration 

ÅNIC connected or disconnected 

ÅVM powered on or off 
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Virtual Machine Restore Rehearsal 

Creates new VM from latest backup of selected VM 

ÅNICs are disconnected 

Verify backup 

jobs are working 

using Restore 

Rehearsal from 

Last Backup 
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File Level Restore (FLR) 

Windows and Linux clients located on .iso 

ÅCopy client to local computer and run 

Clients 
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File Level Restore (Windows) 

Select a restore point, mount, and browse 

ÅMultiple restore points can be mounted simultaneously 

ÅUnmount when finished 
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File Level Restore (Windows) 

Copy files and folders from backup to new location  

Root mount point 

name is restore 

point date and time 
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File Level Restore (Linux) 

Be sure to use VdrFileRestore 

ÅWrapper script that includes vdrFileRestore 

 

32-bit FUSE 2.5 or higher must be installed 

 

ÅThis error occurred on Debian-based system (Ubuntu 8.04 LTS) 

ÅKB article 1035231 had the fix 

 
Root mount point 

name is restore 

point date and time 

Use this one 

(upper-case V) 
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File Level Restore (Windows and Linux) 

Advanced Mode 

ÅAccess files from restore points from multiple virtual machines 

ÅCommand line option in Linux 

Advanced 

Mode 
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Email Reports ï New in VDR 2.0 

Configure Email Properties 

ÅSMTP server, authentication 

ÅUp to 10 To addresses 
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Email Reports ï New in VDR 2.0 

Sample Report 

Appliance 

Jobs 

Destination

s 

VMs 

Warnings 

and errors 
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Destination Maintenance Schedule ï New in VDR 2.0 

Specify when maintenance operations should run 

ÅIntegrity Check ï verify and maintain data integrity 

ÅReclaim ï reclaim space by applying retention policy 

ÅRecatalog ï runs when integrity check finds inconsistency 

Run maintenance 

Do not run 

maintenance 
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Suspend Future Tasks ï New in VDR 2.0 

Suspend backup jobs individually 

ÅCurrently running tasks are not affected 

Suspend Future 

Tasks 
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Dedup Performance Improvements ï New in VDR 2.0 

ÅNew compression algorithm 

 

 

 

 

ÅMore efficient IO 

Deduplication 

algorithm very 

efficient 
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Tips, Tricks and Details 

ÁUnderstand your organizationôs retention needs 

ÁThoroughly review release notes and documentation 

ÁStart with a few VMs to establish standards, best practices ï 

then grow the environment 

ÁTest regularly (Restore Rehearsal from Last backup) 

ÁKeep plug-in version the same as VDR appliance version 

ÁEach backup job runs once in a 24-hour period 

ÅAssuming backup window is open 
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Tips, Tricks and Details 

ÁvSphere (ESX/ESXi) 4.0 and vCenter 4.0 and later supported 

ÁEach vCenter Server can support up to 10 VDR appliances 

ÁEach VDR appliance can support up to 100 VMs 

ÁVM hardware versions 4, 7 and 8 supported ï avoid version 4 

ÅChanged Block Tracking (CBT) not used with version 4 

VM hardware 

version 
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Tips, Tricks and Details 

ÁMaximum of 8 VMs backed up simultaneously 

ÁHot-add is used for up to 14 virtual disks (Ent, Ent+ only) 

ÅSystem disk on SCSI 0:0 

Å14 SCSI bus locations left for hot-add 

ÁIf 8 VMs has >15 virtual disks, network backup is used 

ÅPerformance may be affected 

ÁSolution: Add 1 MB dummy disk to another vSCSI adapter 

ÅProvides 14 additional SCSI bus locations (ex. SCSI 1:x) 
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Tips, Tricks and Details 

ÁUse VMDK or RDM for destinations as performance behavior is 

well-understood and consistent 

ÅCIFS performance varies across CIFS providers 

 

ÁBackup similar VMs to same destination for best de-duplication 

ÅVMs do not have to be part of the same backup job 

 

ÁDe-duplication is at block level, not file level 

 

ÁVolume Shadow Copy Service (VSS) is supported 

ÅSee VDR Administration Guide for details 

ÅVSS on Microsoftôs TechNet site: 

Åhttp://technet.microsoft.com/en-us/library/ee923636(v=WS.10).aspx 

http://technet.microsoft.com/en-us/library/ee923636(v=WS.10).aspx
http://technet.microsoft.com/en-us/library/ee923636(v=WS.10).aspx
http://technet.microsoft.com/en-us/library/ee923636(v=WS.10).aspx
http://technet.microsoft.com/en-us/library/ee923636(v=WS.10).aspx
http://technet.microsoft.com/en-us/library/ee923636(v=WS.10).aspx
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Tips, Tricks and Details 

Volume Shadow Copy Service (VSS) 
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Tips, Tricks and Details 

ÁFirst VM backup is full, the rest are incremental forever 

ÁUse static IP for appliance and add to DNS 

ÁWhen opening a VMware Support Request (SR), include logs 

Åhttp://kb.vmware.com/kb/1012282 

ÁView additional logs in client ï hold shift key and click Logs 

 

 
Additional log 

buttons 

http://kb.vmware.com/kb/1012282
http://kb.vmware.com/kb/1012282
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Tips, Tricks and Details 

Archives of VMware Data Recovery backups 

1. Select destination and unmount 

2. Copy to tape, replicate to another site, etc. 

3. Save a copy of the .iso, just in case 

Destination can be mounted to new appliance ï all data required for backup 

jobs and restore is contained in the destination datastores 

 
Unmount 
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Key Takeaways 

Data protection is part of business continuity 

ÅVMware Data Recovery (VDR) is included with vSphere* 

ÅVDR enables fast backup and recovery of your VMs 

ÅVDR utilizes deduplication for efficiency and lower storage costs 

 

VDR: Easy to deploy and configure 

ÅVirtual machine appliance and vSphere Client plug-in 

ÅWizard-driven GUI for configuration and administration 

 

Guidelines and best practices 

ÅStart with a few VMs, establish standards, then grow environment 

ÅThoroughly review release notes and documentation 

 

* Except vSphere Essentials 
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¦zleti kritikus alkalmaz§sok 

fel¿gyelete virtu§lis 

adatkºzpontokban 

 

 
(vCenter Operations 

vCloud Director, vShield) 

 

(tov§bbi lehetŖs®gek) 
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vCloud Director ¼jdons§gok (1.5) 
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VMware vCloud Director 

Virtu§lis adatkºzpont koncepci· 

Secure Private Cloud 

Organization: Marketing Organization: Finance 

Organization VDCs Catalogs Organization VDCs Catalogs 

VMware vSphere 

VMware vCenter Server 

Resource Pools Datastores Port Groups 

(G
o

ld
) 

(B
ro

n
z
e
) 

Provider Virtual Datacenters 

(S
il

v
e
r)

 

(G
o

ld
) 

(S
il

v
e
r)

 

(B
ro

n
z
e
) 

Users & Policies Users & Policies 
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Szab§ly alap¼ tŤzfal ï imm§r a vCloud Director-b·l is el®rhetŖ 

ÁCreate complex firewall rules 

for enhanced security 

ÅFirewall rules now can be 

configured for <source address, 

source port, protocol, destination 

port, destination address> 

ÅSupport for ICMP protocol in 

addition to tcp and udp 

ÅDefine syslog targets enabling vSE 

logging. 
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Statikus route be§ll²t§sok 
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IPSec VPN tunnel konfigur§ci·s lehetŖs®gek 

ÁTunnel to 

network in 

another 

organization 

 

 

ÁTunnel to 

network  

in this 

organization 

 

ÁTunnel to  

a remote 

network 

 

 

Private/Public vCloud 

Org B  

Org Network Org Network VPN 

vCloud 1 

Org A 

Org Network 

 vCloud 2 

Org A 

Org Network VPN 

VPN Endpoint 

vCloud 

 Org C 

Org Network VPN 
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IPSec Site to Site VPN be§ll²t§si lehetŖs®gek 

ÁEnable Site to Site VPN connections using vCloud Director 

ÅConfigured by the organization administrator on a routed org network 
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ĂLinked-cloneò technol·gia a virtu§lis adatkºzpontban 

 

 

disk 

VMDK 

Template 

ÅProvisions new VMs from a template or  

   clone existing VMs without replicating  

    the entire image 

ÅInstead, links the images (clones) so that  

common elements are stored only once 

Overview 

 

ÅDramatically speeds up provisioning time  

from >2 minutes to <5 seconds 

ÅReduces storage footprint (and cost) by  

over 60% 

 

Benefits 

 

 

 

disk 

 

 

 

disk 

 

 

 

disk 
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ĂLinked Clonesò (k¿lºnbs®gi lemez) vs. Full Clones (teljes lemez) 

Full Clone (Default) 

A Entire disk copied 

New independent VM 

B 

Fast Provisioning 

Aô 
No disk copy 

Delta disks spawned 

Delta Disk 

Base Disk (READ ONLY) 

Delta Disk 

A 
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Datastore (LUN) hat§rain §tny¼l· Ălinked-cloneò? MŤkºdik. 

Aô 

Delta Disk 

Base Disk 

Delta Disk 

A 

Datastore 1 

New Base Disk 

B 

Datastore 2 

Shadow VM Linked Clone Original VM 
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vCenter Management term®kek 
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Kapacit§s tervez®s ®s analiz§l§s, hasznos riportok 

ÅIntegr§lt kapacit§s tervez®s ®s elŖrejelz®s (what-if?) 

ÅDºnt®s t§mogat§s ®s elŖk®sz²t®s (riportok, n®zetek) 

ÅVirtu§lis g®pek hangol§sa (alul- ®s t¼lm®retezett list§k) 

Automatiz§lt konfigur§ci· ®s megfelel®s ellenŖrz®s 

ÅAutomatiz§lt friss²t®s ®s l®trehoz§s 

ÅĆtfog· v§ltoz§skºvezt®s, izol§lhat· root m·dos²t§sok 

ÅEgy kattint§ssal visszavonhat· m·dos²t§sok  

Val·sidejŤ teljes²tm®ny anal²zis 

ÅAdapt²v, ºnmag§t hagonl· rendszer 

ÅSzolg§ltat§sok eg®szs®g¿gyi §llapota trendek alapj§n  

ÅMegelŖzŖ figyelmeztet®sek (kºzelgŖ lassul§s elŖtt) 

VMware ñAutomatiz§lt mŤveletekò ï megold§sok §ttekint®se 
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Teljes²tm®ny mutat·k ï Ăminden szintenò (DC-CL-ESX-VM) 

Teljes adatkºzpontra 

vonatkoz· aggrag§lt 

jelent®s 

Tºbb mint 100 

m®r®si pont 

egy¿ttes ®rt®ke 

Automatikus 

®szlel®se a 

Ăszok§sidegenò 

jelens®geknek 

Tov§bbi r®szlek 

az ESX 

kiszolg§l·kr·l 
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vCenter Operations Manager Dashboard ï minden egy¿tt! 

Overview 

ÁComprehensive dashboard for 

cloud operations with health, 

risk and efficiency scores  

ÁSingle tool to manage 

performance and capacity 

across multiple vCenter servers 

 

Benefits 

ÁEnd-to-end visibility into cloud 

infrastructure health 

ÁProactive incident avoidance 

ÁOptimize for efficiency and cost 


